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Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554

In the Matter of )

)
Communications Assistance for ) CC Docket No. 97-213
Law Enforcement Act )

)
To: Common Carrier Bureau

METROCALL, INC.
I NCE DAT

Metrocall, Inc. ("Metrocall"), through its undersigned counsel respectfully submits its
Petition for Extension ("Petition") of the October 25, 1998 compliance date pursuant to Section
107(c) of the Communications Assistance for Law Enforcement Act ("CALEA").! As detailed
below, compliance with these capability requirements for advanced messaging services is not
reasonably achievable through the application of existing paging network technology, and will
not be reasonably achievable until at least two years after final capacity and capability
requirements for advanced paging equipment are promulgated.

L Introduction

Metrocall is the second largest paging company in the nation, with over 4,000,000
subscribers. As a telecommunications carrier, Metrocall is subject to the assistance capability
requirements of CALEA, as well as the capacity requirements of CALEA.

The “assistance capability requirements” of Section 103(a) of CALEA require

1 Pub. L. 103-414, 108 Stat. 4279 (1994), codified at 47 U.S.C. §§ 1001 et seq..
§1006(c).
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telecommunications carriers to ensure that their equipment, facilities, and services are capable of
providing law enforcement officials with the call content and the “call identifying information
that is reasonably available to the carrier” for an intercepted communication, by October 25,
1998.2 Section 107 of CALEA requires the Attorney General to consult with the
telecommunications industry’s standard-setting organizations, in order to assist these
organizations in promulgating technical standards for CALEA-compliant equipment.’ These
standards were intended to allow manufacturers to build equipment that meets the assistance
capability requirements of CALEA's Section 103(a), as they designed new equipment for their
service provider customers.® Manufacturers and carriers are further required to cooperate in
order to ensure that carriers are provided with CALEA-compliant equipment “on a reasonably
timely basis and at a reasonable charge.”® Thus, in enacting CALEA, Congress envisioned a
cooperative process whereby industry standards-setting bodies would promulgate technical
standards for CALEA-compliant equipment, and manufacturers would utilize these standards to
provide telecommunications carriers—including messaging providers—with access to such
equipment.®

At the same time, law enforcement was to provide the telecommunications industry, by

2 47U.S.C. § 1002(a).
3 47 U.S.C. § 1006(a)(1).
+ 47U.S.C. § 1002(a).
5 47 U.S.C. § 1005(a).

6 47 U.S.C. § 1003(a).
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October 25, 1995, with notice of its simultaneous capacity requirements.” The industry would
then have three years to factor these requirements into its capability standards and design and
install the additional equipment necessary to implement these capacity requirements.

Consistent with this statutory scheme, Congress expected that sometime between the
October 25, 1994 CALEA enactment date and the October 25, 1998 assistance capability
compliance deadline, capacity and capability standards would be promulgated and
CALEA-compliant messaging equipment would be made commercially available. Thus, as
messaging providers naturally upgraded and replaced their network infrastructure over this four
year period, they would be replacing old, non-compliant equipment with new, compliant
equipment without significant financial burden. In other words, as a result of a gradual
replacement process, carriers would not have to make a large and sudden investment in new
equipment at the compliance deadline in order to make their networks capable of meeting the
assistance capability and capacity requirements.

Unfortunately, the Congressionally-envisioned gradual and low cost transition to
CALEA-compliant equipment has not taken place. Metrocall and other carriers® are committed
to providing the capability and capacity required by CALEA. They cannot do so, however, until
law enforcement’s requirements have been identified and appropriate industry standards have
been established. As discussed in greater detail below, because of understandable resource

constraints, the Federal Bureau of Investigation has focused its energies on other industries (in

7 Id.

8 See AT&T Wireless, Lucent Technologies and Ericsson, Inc. Petition for Extension of
Time (March 30, 1998); PrimeCo Petition for Extension of Time (April 21, 1998), USTA
Petition for Extension of Time (April 24, 1998).
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particular, the local exchange, cellular and personal communications service industries) and has
not been able to identify its requirements for the messaging industry. Without the input of the
FBI, especially its capacity requirements, it is virtually impossible for the paging industry to
satisfy CALEA’s assistance capability requirements by October 25, 1998. Therefore, Metrocall
requests that the compliance deadline be extended for at least two years until law enforcement’s
capacity and capability requirements can be identified and an appropriate industry standard can
be promulgated.

Despite the unavailability of such requirements, Metrocall has in the past made, and will
continue to make, every effort to provide law enforcement officials with the ability to engage in
court ordered electronic surveillance. In particular, Metrocall routinely provides law
enforcement officials, pursuant to a valid warrant, with cloned pagers, which allow law
enforcement officials to transparently intercept all pages intended for the subject of the warrant.
This capability provides law enforcement officials with the ability to monitor Metrocall's paging
customers who use traditional, one-way paging services. Thus, granting Metrocall's extension
request will have a minimal impact on public safety. Indeed, representatives of law enforcement
have repeatedly advised the paging industry that cloned pagers are the preferable monitoring
device for traditional, one-way paging .’

II. Statutory Criteria for Extension of the Compliance Deadline

Under Section 107(c) of CALEA, a telecommunications carrier “may petition the

Commission for 1 or more extensions of the deadline for complying with the assistance

° Motorola Reply Comments, CC Docket No. 97-213, at 7 and n.21 (Feb. 11, 1998).



ERERE e § A 4

-5 -
capability requirements under section 103" The Commission may then, “after consultation
with the Attorney General,” grant such an extension request if “compliance with the assistance
capability requirements ... is not reasonably achievable through application of technology
available within the compliance period.”"' When determining whether compliance with the
assistance capability requirements is “reasonably achievable,” the Commission is directed to
consider the effect of compliance on, inter alia: (1) the need to achieve the assistance capability
requirements by “cost effective methods;” (2) the nature, cost, and operation of the equipment,
facility, or service at issue; and (3) public safety and national security.?> As discussed below,
Metrocall clearly satisfies these statutory requirements for an extension of the October 25, 1998
compliance deadline.

III. Compliance with the Assistance Capability Requirements Is Not Reasonably
Achievable for Metrocall

Since October 1994, when CALEA was signed into law, the FBI has publicly and
repeatedly stated that it will utilize its limited implementation resources in a manner that allows
law enforcement officials to conduct the types of electronic surveillance that will have the
greatest impact on thwarting and prosecuting criminal activity. Consistent with this philosophy,
the FBI has focused its efforts on developing the ability to monitor potential illegal activity that
is conducted using local exchange, cellular, and PCS facilities.

As the Commission is aware, the FBI has deferred determining its capacity and capability

10 47 U.S.C. § 1006(c).
11 47U.S.C. § 1008,

12 47 U.S.C. § 1008(b)(1).
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requirements for the paging industry until after it has addressed these other industries.”> CALEA
requires the FBI to: (1) promulgate final capacity requirements by October 25, 1995; and
(2) cooperate with industry standards-setting bodies to help translate CALEA’s assistance
capability requirements into technical standards for the manufacture of telecommunications
equipment. Because of its resource constraints, the FBI has been unable to satisfy either of these
requirements. As further evidence thereof, the FBI in its Final Capacity Notice—which was
issued on March 12, 1998—made no mention of the paging industry. Further, the FBI has made
no public statement regarding specific paging assistance capability requirements that it believes
are mandated by Section 103.

This lack of FBI guidance on the issues of paging capacity and paging capability has
made it difficult for Metrocall to design, build, test and install CALEA-compliant equipment.
Nevertheless, the messaging industry has initiated a standards-setting exercise in which
Metrocall has been participating.

In December 1997, shortly after the promulgation of the interim standard for wireline and
wireless telephony -- J-STD-025 -- the paging industry, under the auspices of PCIA, established
a working group to review the interim standard and the FBI’s Electronic Surveillance Interface
(“ESI”) document, to determine if the concepts in either document were applicable to the paging
industry. The working group eventually determined that neither document’s requirements
readily translated to paging and that a separate standard for the messaging industry would be
necessary.

As a result, the PCIA Technical Committee established a subcommittee to initiate a

13 See PCIA Comments at 6, n.10.
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CALEA paging project. This joint carrier and manufacturer effort is seeking to translate
CALEA’s assistance capability into technical standards for the messaging industry. The
subcommittee has completed the first phase of establishing such a standard (addressing the use
of cloned pagers) and has shared the document with law enforcement.

However, FBI input -- especially regarding its capacity requirements -- is critical to the
continued success of this industry effort. As discussed below, industry’s solution for traditional,
one-way paging (cloned pagers) can easily satisfy any reasonable capacity requirement. The
absence of a capacity standard, however, is having a dramatic impact on the subcommittee’s
work to develop standards for more advanced paging features. Depending on how many
simultaneous interceptions a service provider is required to conduct, certain cost-effective
solutions may be technically feasible and others may not. In the absence of such requirements,
the subcommittee must make good faith estimates regarding law enforcement’s capacity
requirements and hope that it has selected designs that are sufficiently scalable to satisfy
whatever capacity requirements the FBI may eventually identify.

For these reasons, Metrocall urges the Commission to grant an immediate, two-year
extension of the compliance deadline until law enforcement’s capacity and capability
requirements can be identified and an appropriate industry standard (responding to these
requirements) can be promulgated.

IV. An Extension of the Compliance Deadline Will
Only Have a Minimal Impact on Public Safety

Fortunately, an extension of the compliance deadline should have no adverse impact on
public safety. Metrocall routinely cooperates with law enforcement officials by providing them,

pursuant to valid court orders, ”clone” radio receiving devices. These clone pagers allow law
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enforcement officials to surreptitiously receive whatever messages the target of the electronic
surveillance warrant is receiving on his or her pager, thereby satisfying the intent of CALEA and
providing law enforcement officials with both call content and call-identifying information.
Indeed, the FBI has repeatedly advised the paging industry that the continued provision of clone
pagers is the preferable CALEA solution for traditional, one-way paging services (which
comprise approximately 98 percent of the current paging market, as well as Metrocall's share
thereof).

In the first phase of its standards-setting process, PCIA’s subcommittee reviewed the use
of clone pagers for traditional, one-way paging and determined that clones were the most
desirable means of satisfying CALEA’s obligations for such services. Unlike other possible
solutions, clones are inherently transparent both to an intercept subject and a service provider’s
staff. In addition, clones can support a virtually limitless number of simultaneous interceptions
and, hence, are not subject to reasonable capacity restrictions.

Thus, the paging industry has already identified a CALEA solution for approximately 95
percent of current paging services -- a solution that Metrocall is already providing to law
enforcement. In seeking this extension, therefore, Metrocall does not intend to delay CALEA
compliance. Instead, Metrocall simply seeks sufficient time so that, after having the benefit of
law enforcement’s capacity and capability requirements, Metrocall can identify, design, develop,
test and install a similarly reasonable solution for its remaining two percent of more advanced

paging services.
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V. Conclusion

For the reasons set forth above, Metrocall requests that the Commission recognize the
good faith efforts of the paging industry to satisfy its CALEA obligations and extend the
deadline for complying with the assistance capability requirements of CALEA for at least two
years until law enforcement’s capacity and capability requirements for advanced paging services
can be identified and an appropriate industry standard can be promulgated.

Respectfully submitted,

MET C L, Inc.
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JOYCE & JACOBS, Attorneys at Law, LLP
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